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Abstract This paper describes a complete system for watermarking and web tracing of color images.The watermark system
uses DWT (Discrete Wavelet Transform) that gives the watermark a significant robustness and invisibility. The watermarking
system is applied to color images by converting color coding from RGB to YUV space, and applying the watermark on V
channel. The system adopts blind detection model that depends on SIFT (Scale invariant feature transform) algorithm for
watermark embedding and extraction. These points are used as reference points in both phases (embedding and extraction),
because of their high stability against possible attacks. The system is also able to trace images on the web, using watermark
mobile agents, sent by the watermark agency to every connected node, contracted with the agency, in order to examine the
stored files in them. This system is very efficient in dealing with large-size images across congested networks. It uses blind-
model based detection to improve tracing system performance, so that the agent doesn't have to “carry” the original image
through its navigation.A portal is also implemented to ensure simple and easy-to-use services.
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1. Introduction

Nowadays, the huge developments in multimedia and
information technology domain, and the world-wide
spread of internet, have made of it an important
communication medium that people depend on to
exchange digital documents, songs, and videos.
However, exposing proprietary files (that contain any
type of document, images, or video) publicly,
facilitates using them “illegally”, without paying
copyright fees. As a result, it becomes highly urgent to
find ways to protect owners’ rights, and trace the
“illegal” copies of these files [6].

A lot of copyright protection techniques appeared,

like cryptography, in which the files are only readable
by the person who has the secret key.
Another technique is digital signature. This approach is
used for authentication purpose, where information is
added to the original content to detect any change in
the document content.

Watermarking is also widely used in this purpose. It
is based on adding some information to the original file
called watermark, which could be visible or invisible.
This information can help not only for copyrights
protection, but also to monitor and trace these
watermarked files to detect any illegal use.

Research in this domain is looking for increasing
reliability, and improving watermark persistence
against the deliberate attacks, that try to remove it from
files, or introduce intentional damage to make the
watermark invalid.

To obtain copyright protection for real and legal
owners, we need a fast and effective search technique,
in order to search in the internet for the files, and to
insure that these files are used by authorized persons
and in legal way.

One of the used methods for tracing purpose is
called “Network spider” or “Crawler”. It mainly
depends on the links between website pages in order to
navigate simply among pages. Then, it downloads the
files to check them locally, i.e. on the local server
responsible for this operation [2]. This technique,
however, could not be used in our system because it is
restrained to a specific kind of files, and because of the
huge number of these files. Therefore, another
approach is suggested in this paper. It consists of
defining a watermark agent, which is a small-sized
application, compared to any traced file.

This mobile agent could navigate among internet
nodes to check any traced files.
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2.Related Work

An image watermarking technique based on discrete
wavelet transform (DWT) is suggested in [3]. In this
method, the image is decomposed into five levels, and
the watermark is taken from the first level. Then,
watermarking is applied on every level. In the
extraction process, the watermark is checked at every
level and according to average value, the watermark is
determined. This method is considered as blind model
because it does not need the original image for
watermark extraction process, and the watermarking
process uses secret key. The main advantage of this
approach is the adoption of multi-level watermarking,
and selection of watermark according to most frequent
parts between these levels, and it applies watermark on
low frequency sub band which contains sufficient
information about the image. Therefore, it may affect
the quality of the image. Nevertheless, its main benefit
is persistence.

In [4], a discrete wavelet transform is applied on the

image, then a cosine transform is applied to watermark,
and the watermark is embedded into a high-frequency
sub band.
This model is considered as non-blind model, where it
needs the original image in extraction process. The
watermarking in high-frequency sub band usually
causes weak persistence against attacks, but it does not
affect the quality of image because these frequencies
contain details information.

In [9], discrete wavelet transform is applied on the
image, and then the low-frequency sub bands are
selected for watermarking after dividing them into
partitions, and a watermark is embedded in each one of
them.

This model is also considered as non-blind model.
In that approach, watermarking on low-frequency sub
bands is used, and the image is divided into a number
of blocks. Then, the watermark is embedded in every
block. This way is useful especially for extraction
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process, because the extracted watermark could be
built from most frequent and shared information
among these blocks.

According to [11], a blind model is used. In this
paper, we use the same strategy, but we apply this
algorithm on color images after converting color
coding for RGB to YUV. Then, we embed the
watermark in V channel, and we modify the used filter
in order to fit this applied improvement.

We choose this model to facilitate mobile agent
work, so it does not need to “carry” the image for
extraction process. We merged this algorithm with a
tracing system to build a complete system for
watermarking and tracing.

3. Suggested Approach

This paper describes a complete protection system for
digital files, which is a web application that offers
protection services. This application is accessible by
any user, and has registration service to make all
services available for all registered customers. These
offered services are: file- watermarking service,
watermarked-file tracing to insure its legal use by
authorized users, and reporting service to get a log
reports that contain all needed information about these
files.

This system consists of two basic parts as described
in figure (1):

e Watermarking agency: it is the most important
functional part which performs operations like
customers management, image watermarking, and
tracing management that is charged of redirecting
the agent to the nodes, exchanging messages with it,
and displaying the reports. This agency contains a
database to store all important information and
results needed to achieve these operations.

e Watermark mobile agent: This is a small application
that navigates among network nodes to check their
files.

Figure 1. Proposed System.
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Our approach aims to develop a system based on
watermarking in frequency domain, in order to get
invisible watermarks. In detection phase, the approach
is based on blind detection model.

A similar watermarking system was applied in
previous researches, but for grey images [11]. Our
approach could be applied on both grey and color
images in effective and strong way, without any effect
on watermark requirements such as quality and
transparency. This feature is obtained due to the
implementation of color coding transformation from
RGB to YUV, and applying watermarking on V
channel. This improvement allows us to modify the
used filter and strength parameter value used in [11] to
obtain improved results.

Our approach offers several features that are:

e Direct and simple access for all users regardless of
their basic knowledge, and their technical skills.

e Implementation of efficient image watermarking
using Discrete Wavelet Transform (DWT), and
Scale Invariant Features Transform (SIFT)
algorithm that shows good color persistence and
immunity when exposed to noise or filtering attacks.

e Implementation of efficient, fast and handy tracing
system, taking into account the huge files count over
Internet and their size without increasing the stress
and load on the network.

e Implementation of mobile watermark agent that
could be adapted to host server conditions and to the
emergency cases that may occur in it. Therefore, the
agent must be able to pause, continue and stop its
work and could be notified by all expected events
regardless of host server operating system “Window
or Linux”.

e [mplementation of communication system between
agent and agency, agent and hosts, agency and
hosts, despite of different programming language
used in building the shared application in this
system.

4. Watermarking and Tracing System

Watermarking systems, that aim to protect owner’s
copyrights, are based on two different principles:
watermarking of images using complex building
algorithms in order to make watermark removing very
difficult or watermarking images by invisible data with
high transparency to make it undetectable, so the
attacker can’t determine its existence or its location.
This latter approach is usually preferred because it
maintains image quality, and reduces the probability of
watermark removing, because it is difficult to detect an
invisible watermark [8].

The suggested system depends on implementation
of invisible watermarking using blind detection model,
where the original image or watermark are not needed
for extraction process, but the watermark is needed to

compare extracted watermark with the original one.
The main advantage of this system is its potential use
for color images in frequency domain using DWT,
because we aim to implement a strong watermarking
algorithm, to guarantee watermark immunity against
several possible attacks.

4.1. Filtering Function

Usually Haar wavelet filter is used in DWT-based
watermarking system because it decomposes the signal
into two parts [7]

o Low frequencies: this part contains approximation
information of the image. These frequencies are
obtained by passing the image signal through low-
pass filter that depends on samples average value.

e High frequencies: this part contains details
information of the image, and could be obtained by
passing the image signal through high-pass filter
that depends on samples difference.

Haar filter allows for reconstructing the signal from its
decomposed components without any loss of
information, if the used filters satisfy this condition:

IH(w) + |G(o)] = 1 (1)

H(w): frequency response of low-pass filter.
G(w): frequency response of high-pass-filter.

In our approach, the following filtering functions
are used:

¢ x[n]= {1;’1‘5 ;mn =2k, 2k +1 2)

0, otherwise

1;{”..'_.__—_  F: — Zﬁ:

0 1 [n]= _
=2k +1 (3)

i —.n
Fafz
0, otherwise

Where n =0,1, 2,....., (original signal sample order).
k=0,1,2,....., (original signal sample order)

And we use k as a variable to get the corresponding
sample and the next of it, because every output sample
depends on the corresponding two samples in the
original signal.

The output of filtering function for uni-dimensional
signal X(k) is given by:

x[2k] = = (el2k] + x[2k + 1]) (4)
X[2k +1] = = (x[2k] — x[2k + 1]) (5)
k:0,1,2,....., L (signal sample order)
X: output signal,  x. input signal

But if the signal is bi-dimensional, the filter should be
applied for rows then for columns [1].

Transform copums [Transform o, [Image]] (6)
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The image in our system is decomposed in a way to get
the following frequency sub-bands:

1 — Low-low frequencies LL.

2 — Low-high frequencies LH.

3 — High-low frequencies HL.

4 — High-high frequencies HH.

4.2. Watermarking Algorithm

The watermark must be of small size that can’t affect
image quality, and sufficiently large to hold all needed
information for tracing operation

In our system, we used the following watermark
information:

e Secret number to distinguish the real owner of
image.

o [P address of authorized device using the image.

e Permissions associated with the image like printing,
copying, or displaying.

e Expiry date of using the image.

e Sensitivity field which determines its importance,
and its degree of sensitivity. According to this field,
the agent takes the appropriate action upon detection
of illegal use. These actions could range from
simple notification till file destroying.

4.3. Embedding and Extraction Processes

These operations are explained in figure 2. First, the
watermark is converted into bipolar signal, and then
divided into two partitions with the same length L1,
L2.

We select the central part of the image for
watermark embedding because this part contains the
most important information in the image, and it allows
avoiding image cropping.

Then, color coding is converted from RGB to YUV
using the following equations [12]:

Y=0299*R+0587*G+0.114 *B (7)
U=-0.147*R-0.289*G+0.436 *B ()
V=0.615*R-0515*G-0.1*B (9

We use V channel for embedding and we apply DWT
on this channel using Haar wavelet filter [1].

The image signal is therefore decomposed into four
sub-bands in the second level. These sub bands are LL,
LH, HL, and HH.

The sub-band HH contains image details, thus
embedding a watermark in it will make it very
sensitive to several attacks like noise and filtering
attacks.

But the LL sub band contains the most important
information in the image. As a result, if the watermark
is embedded in this sub band, the image quality will be
affected. Consequently, we choose LH and HL sub
bands to embed the watermark. This embedding is
applied using these equations [11]:

fHL(x,y) = fHL(x,v) + thHL +
FHL(x, ¥). al fa.watermark1(l) (10)

=12 ..,11

f'LH(x,y) = fLH(x,v) + thLH +
FLH{x, v). alfa. watermark2(l) (11)

I=12..,L2

Where:

Jan(x,y): original coefficient at point (x, y) in HL sub
band.

fu(x,y): modified coefficient at point (x, y) in HL sub
band.

Jfin (x,y): original coefficient at point (x, y) in LH sub
band.

fn(xy): modified coefficient at point (x, y) in LH sub
band.

Alfa: strength parameter.

We chose three different points with large
characteristic scale using SIFT [5] algorithm. These
points are considered as reference points in each sub
band for embedding and extraction algorithm.

Color coding is converted from YUV into RGB using
the following equations [12]:

R=Y+1.14*V (12)
G=Y-0395*U-0.581*V (13)
B=Y+2.032*U (14)

Similarly, the extraction algorithm uses SIFT

algorithm to detect the watermark and compare it with
the original one in order to get similarity average. If
the similarity value is greater than certain threshold, it
would be taken (figure 3).

4.4. Tracing System

In order to exploit the real benefits of a watermarking
system in protecting the owner copyrights, an effective
tracing system should be wused to complete
watermarking system. Internet contains a lot of nodes
that include huge number of images, and we need to
search for images that are illegally used. Internet
“gpider” technique could be deployed to get the images
and download them in the local server, then these
images are checked to detect the watermark. This
technique suffers from the overload it induces on the
network, because of the huge number of files to be
downloaded. Alternatively, we use in our system a
watermark mobile agent, which is an application that
navigates among Internet nodes searching for files to
check. As a result, it moves one time only to a node to
check all files stored in it. In addition, it has a small
size, compared to image files, so it is considered as the
best solution for these cases [2].
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4.5. Agent Implementation

The watermark mobile agent is implemented to be able
to work under severe server conditions without
influencing its performance. This agent should be
executed regardless of the operating system used in the
host nodes. The agent must be adapted to long -time
work conditions, so it should be able to pause, continue
and stop Moreover, it should be unaffected with
stopping the server or restarting it. In that case, it
should not redo the work from the beginning.
Therefore, it has to store the current status, and
continue its work according to that status. On the other
hand, the agent should react according to notification
message received from host server.

In our system, we use Windows services for
Windows operating system, and Linux service for
Linux operating systems. Both of them depend on the
same principle and technique. The service could start
the work when system reboots and runs in background
while the system is running. We can then control its
function, and change its status to “pause, stop, or
continue”. It could receive notifications from the host
server. Using this technique, the agent exploits its time
efficiently without any effects on the work of other
users.

4.6. Communication between System
Components

We build the system in way that achieves
communications despite of different operating systems,
platforms and the programming languages used in
developing the application. Web services are used to
achieve that objective, especially in sending reports.
The message is encrypted before sending it to achieve
more security.

5. Tests and Results

We test the system on many color images, which are
different in size and type, using many random
watermarks which have multi lengths without using
error correction code (ECC). This ECC could be
integrated in future work to improve the results.

We choose strength parameter Alfa —the parameter
that is used in embedding equation with value equals
“2” to achieve good persistence and transparency.

5.1. Results of Watermarking

Table (1) describes results that compare our algorithm
to current existing algorithms.
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Notice that the power of the algorithm mentioned in
[3] against noise attacks is due to embedding the
watermark in low-frequency sub bands, and to the
characteristics of the noise signal as it contains high
frequency components. As a result, no effect is noticed
on watermark.

However, these attacks are the weak point of the
method mentioned in [4], because it depends on
watermarking in high frequency sub bands, so the
watermark will be affected by the noise and low-pass
filters.

We noticed too that the suggested approach
achieved the best results in most situations compared
to these algorithms, because it depends on LH, HL sub
bands that are considered as best solution
compromising transparency and persistence. In
addition, using YUV coding instead of RGB increases
the efficacy of our algorithm.

Table 1.The extraction rate of watermarks, when attacked by
different means.

Type of attack | [3] 4] 91 [11]

our'approach

Gaussian Noise | 0.98 | 0.86

Salt & pepper 099 | 0.86 | 0.93

Median filter 091 | 091
Low pass filter 091
JPEG 0.85 | 091

Table (2) reveals results after applying some attacks
on the images.

Table 2. results of applying some types of attack on the images.

Attack Img0 Img3 Img2 Img4 Imgl
G 0.99 1 0.98 1 1

S 0.98 1 0.98 0.99 |

L 1 1 1 1 1

M 0.98 1 0.98 1 |

SG 0.97 1 0.97 1 1
LM 0.98 0.99 0.98 0.99 0.99
SGLM 0.93 0.99 0.95 0.98 0.98

G: Gaussian Noise attack.

S: Salt and pepper noise attack.
L: Low-pass filter attack.

M: Median Filter attack.

Figure 4 describes watermark detection average
after applying different attacks on the watermarked
images, compared to used approaches, and the Figure 5
describes our algorithm results for different tested
images (showed in Annex 1).
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Figure 4. Watermark detection rate after some attacks.
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Figure 5. Results of watermark detection for some tested images
(suggested approach).

5.2. Results of Tracing

The used agent, instead of network spider, could be
implemented efficiently for search process. We can
define the complexity indicator by the following
relation:

Complexity = files count * size of every file (15)

In spider case, when the local server does all tasks
sequentially, this causes slow execution. Moreover, a
direct connection must be provided during the
operation.

In watermark agent case in non-blind based system,
i.e. a system that needs the original image for
extraction process, the complexity indicator could be
calculated as:

Complexity = agent navigation count * (agent size +
image size (16)

Movements count is significantly less than the file
count.

To reduce this complexity, we suggest, in our
system, using blind detection model. The complexity
could then be calculated by:

Complexity = agent navigation count * agent size
(17
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In this case, the work could be distributed on the
agency and hosts nodes, so tasks are done in parallel.
This means that the system performance will be
increased. No need for direct connection with agency
in this case, as the agent can do its work offline then
contact the agency to send reports.

This model increases system efficiency; especially
in congested networks. The agent size is small
compared to image size.

In terms of performance, SIFT algorithm represents
a bottleneck, because it needs to build scale space that
is composed of four octaves, each of them contains
five images. The execution requires working with
twenty images for each image check.

6. Conclusion and Future Work

In this research, we focused on building an effective
algorithm for color images watermarking to protect
owners copyrights.

This algorithm depends on scale invariant feature
transform to determine references points for
embedding and extraction algorithm.

Moreover, we developed a tracing system based on
navigating mobile agents among network nodes.

The suggested system could be used regardless of
the operating system. Using web services for
communication process allows the system to be
available for any environment or any programming
language used in developing the agency and related
nodes. This also enables calling any method behind
firewall.

The test results show the algorithm strength and
robustness against several attacks. It demonstrates the
capability of the tracing system to achieve the expected
goals.

In the future, we will work on developing this
system to increase its robustness against geometrical
attacks, and will build the agent dynamically to
enhance its search capabilities.
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Annex 1: Some images used in tests




