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Abstract: Wireless networks play critical roles in present work, home, and public places, so the needs of protecting of such
networks are increased. Encryption algorithms play vital roles in information systems security. Those algorithms consume a
significant amount of computing resources such as CPU time, memory, and battery power. CPU and memory usability are
increasing with a suitable rates, but battery technology is increasing at slower rate. The problem of the slower increasing
battery technology forms “battery gap”. The design of efficient secure protocols for wireless devices from the view of battery
consumption needs to understand how encryption techniques affect the consumption of battery power with and without data
transmission. This paper studies the effects of six of the most common symmetric encryption algorithms on power consumption
for wireless devices. at different settings for each algorithm. These setting include different sizes of data blocks, different data
types (text, images, and audio file), battery power consumption, different key size, different cases of transmission of the data
effect of varying signal to noise ratio and finally encryption/decryption speed. The experimental results show the superiority of
two encryption algorithm over other algorithms in terms of the power consumption, processing time, and throughput .These
results can aid in new design of security protocol where energy efficiency is the main focus. Some suggestions for design of
secure communications systems to handle the varying wireless environment have been provided to reduce the energy

consumption of security protocols.
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1. Introduction

In past few years, wireless communications has been
fast increasing with many devices like laptops, PDAS,
and Pocket PCs. Individuas are using wireless
technology for private communications, for mobile,
and/or E-commerce, emails and business interactions.
Wireless networking resources have been started as
initiatives towards a network of a future world without
wires.. Studies indicate that the growth of wireless
networks is being restricted by their perceived
insecurity [2]. The increasing of wireless systems
provides malicious entities greater incentives to step up
their efforts to gain unauthorized access to the
information being exchanged over the wireless link.
Security is important for wireless networks, mainly
because the communications signas are openly
available as they propagate through the air. Companies
and individuals using wireless networks must be aware
of the possible issues and applicable countermeasures.
The amount of security required by the system may
depend on the organization using the wireless network.
A financial company would require very strong
security techniques to prevent unauthorized users and
maintain information confidentiality. The hot-spots
networks may require that only legitimate users access

the network and may not require confidentiaity and
dataintegrity.

The protocols for wireless LAN security are
devel oping to meet the needs of serious users. Until the
systems provide verifiable security related to wireless
network access would be based on a more careful
approach. Due to the time gap between wired and
wireless systems and due to wired connectivity, wired
systems are inherently more secure than the wireless
systems [3]. The eavesdropper is more difficult in a
wired LAN and needs to be connected to the LAN. The
physical connectivity could come through a current
employee, a dia up connection or through the wiring
closet of the premise. On the other hand, in the
wireless connections, the vulnerabilities to
eavesdropping is highly increased. The wireless
interface can be easily configured to listen to packets
being transmitted in a promiscuous mode. Wireless
systems are thus prone to the vulnerabilities of the
wired systems along with increased chances of security
failure. (WEP) can be hacked in a matter of hours [4],
[5].

Security protocols implement mechanisms through
which security services can be provided. Security can
be implemented at the transmission level through the
means of frequency hopping and spread spectrum
technologies. Such schemes would prove to be very
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expensive for the users and the companies employing
such schemes [6].

For cost and simplicity, the method that seems to be
gaining acceptance is data encryption. The IEEE
802.11 standard uses the WEP protocol for security.
This protocol has been designed for wired systems. In
wireless systems, a security protocol should aso
consider the limited battery power, small memory and
limited processing capabilities of the devices and the
available bandwidth. In addition, the systems need to
be able to supply to the requirements of the wide
variety of wireless devices that could be used for
connectivity.

The study of the energy consumption of the
encryption schemes in wireless devices is essential in
design of energy efficient security protocols
customized to the wireless environment. A key
limitation in wireless devices is the battery capacity,
while memory and processor technologies double with
the introduction of every new semiconductor
generation (roughly every 18 months) [7]; battery
technology is increasing a the much dower rate of
5%-10% per year. This is causing a gap to form
between the power required and the battery available

(Figure 1) [7].
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Figure 1. The growing gap between battery technology and power
requirements

Symmetric  keys encryption or secret key
encryption, only one key is used to encrypt and decrypt
data. Strength of Symmetric key encryption depends
on the size of key used. There are many examples of
strong and weak keys of cryptography agorithms like
RC2, DES, 3DES, RC6, Blowfish, and AES. RC2 uses
one 64-bit key .DES uses one 64-bits key. Triple DES
(3DEYS) uses three 64-hits keys [8-10] while AES uses
various (128,192,256) bits keys [11,12]. Blowfish uses
various (32-448); default 128bits [13] while RC6 is
used various (128,192,256) bits keys [14]. The
performance measure of encryption schemes will be
conducted in terms of energy for wireless devices,
changing data types -such as text or document, Audio
files, Video files and images- on power consumption,
changing packet size and changing key size for the
selected cryptographic algorithms on wireless devices.

The threats of wireless networks are also growing.
Due to the discovery of vulnerabilities of WLANSs in

2001, many business and governments have
temporarily stopped to adopt WLANSs in their networks
because they increase threats to their businesses [17].
The threats in wireless networks have aso been
identified as major threats to information security [18,
19].

This paper examines a method for evauating
performance of selected symmetric encryption of
various agorithms on power consumption for wireless
devices. A wireless device is limited in resources such
as less memory, less processing power and limited
power supply (battery). Battery power is subjected to
the problem of energy consumption due to encryption
algorithms. Battery technology is increasing a a
dower rate than other technologies. This causes a
“battery gap” [15, 16, 20 - 22].We need a way to make
decisions about energy consumption and security to
reduce the consumption of battery powered devices.
This study evauates six different  encryption
algorithms used or suggested for wireless loca area
network (WLANs) namey; AES, DES, 3DES, RCS6,
Blowfish, and RC2.

This paper is organized as follows. Related work is
described in Section 2. The proposed experimental
design is described in section 3. Experimenta results
are shown in section 5. Findly the conclusions are
drawn section 6.

2. Related Work

To give more prospective about the performance of the
compared algorithms, this section discusses the results
obtained from other resources.

It was shown in [8] that energy consumption of
different common symmetric key encryptions on
handheld devices. It is found that after only 600
encryptions of a 5 MB file using Triple-DES the
remaining battery power is 45% and subsequent
encryptions are not possible as the battery dies rapidly.
It was concluded in [23] that AES is faster and more
efficient than other encryption agorithms. When the
transmission of data is considered there is insignificant
difference in performance of different symmetric key
schemes. Increasing the key size by 64 bits of AES
leads to increase in energy consumption about 8%
without any data transfer. The difference is not
noticeable.

A study in [24] is conducted for different secret key
algorithms such as DES, 3DES, AES, and Blowfish.
They were implemented, and their performance was
compared by encrypting input files of varying contents
and sizes. The agorithms were tested on two different
hardware platforms, to compare their performance. They
had conducted it on two different machines: P-1l 266
MHz and P-4 2.4 GHz. The results showed that Blowfish
had a very good performance compared to other
agorithms. Also it showed that AES had a better
performance than 3DES and DES. It dso shows that
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3DES has amost 1/3 throughput of DES, or in other
words it needs 3 times than DES to process the same
amount of data.

In [25] a study of security measure level has been
proposed for a web programming language to anayze
four Web browsers. This study consider of measuring the
performances of encryption process at the programming
language’s script with the Web browsers. This is
followed by conducting tests simulation in order to
obtain the best encryption agorithm versus Web
browser.

3. Experimental Design

The setup for the proposed experiment is shown in
Figure 2.Two laptops are used in the experiment. The
two laptops (sender and receiver) had windows XP
professiona installed on it. The first Iaptop (sender) is
connected to access point.
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Figure 2. Configuration of the Experiment setup.

In the experiments, the first laptop encrypts a
different file size for different data types ranges from
321 Kilobytes to 7.139Megabytes for text data (.DOC
files), from 33 Kbytes to 8,262 Kbytes for audio data
(WAYV files), from 28 Kbytes to 131 Kbytes for
pictures and Images (.GIF and GPG files) using .NET
environment. Six encryption algorithm that are
selected in the experiment are AES (key size:256
bits),DES(key  size64  bits),RC2(key  size:64
bits),RC6(key size:256 bits),Blowfish(key size:256
bits),and 3DES(key size192 hits) These
implementations are thoroughly tested and are
optimized to give the maximum performance for each
algorithm. The results are checked and tested for AES
that supposed to be the best encryption algorithms by a
different implementations program to give the
maximum performance for the algorithms and make
sure the results are the same using multiple platforms.
Then for transmission of data, the two laptops are
connected wirelessly. Data is transmitted from the first
laptop to the second one through the wireless link
using TCP/IP protocol. the experiment are applied in
two mode of wireless LANs connection (BSS and ad
hoc mode).Usng IEEE 802.11 standard, data is

transmitted using the two different types of
authentication. First, data is transmitted using Open
System Authentication (no encryption). Second case,
data is transmitted using Shared Key Authentication
(WEP encryption). Using |IEEE 802.11i, data is
transmitted using Open System Authentication (no
encryption) and data is transmitted using WPA. The
effects of different signal to noise conditions and its
effect on transmission of data (under excellent signas
and poor signals) are studied.

Severa performance metrics are measured:

* Encryptiontime.

¢ Throughput.

* Battery power.

e Transmission timein many cases.

The encryption time is considered the time that an
encryption agorithm takes to produce a cipher text
from a plaintext. Encryption time is used to calculate
the throughput of an encryption scheme. It indicates
the speed of encryption.

The throughput of the encryption scheme is
calculated asin equation (1).
LCLON

Th hput of tion =
roughput of encryption Et(Second)

where
Tp: total plain text (bytes)
Et: encryption time (second)

The CPU process time is the time that a CPU is
committed only to the particular process of
calculations. It reflects the load of the CPU.

The CPU clock cycles are a metric, reflecting the
energy consumption of the CPU while operating on
encryption operations. Each cycle of CPU will
consume a small amount of energy.

The road map for experiment steps are explained in
sections 3.1., 3.2. and 3.3.

3.1. Results Comparison

A comparison is conducted between the results of
selected different encryption agorithms using different
setting such as different data types, different packet
size, different key size.

* In case of changing packet size, (throughput, power
consumption in  pJoule/Byte and  power
consumption by calculating difference in battery
percentage were calculated) in case of encryption
processes to caculate the performance of each
encryption algorithms.

e In case of changing data types such as audio, ,(
throughput ,power consumption in pJoule/Byte and
power consumption by calculating difference in
battery percentage were calculated)in case of
encryption processes to caculate the performance
of each encryption agorithms.
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These results lead to second step in section 3.2.

3.2. Calculating With Data Transmission

A comparison is conducted between the results in case
of data transmission using BSS and ah hoc wireless
network. The main difference between BSS mode and
Ad-hoc mode that Ad-hoc mode hasn't access point
between sender and receiver

3.21 Ad-Hoc Structure

In case of Ad-hoc structure with excellent signals
(distance between two laptops less than 4 meters and
there are any application running except data
transmission) and poor signals (distance between two
laptops is greater than 50 meters contains walls in the
distance between two laptops).

* In case excellent signals, comparison is conducted
using two different types of authentication (Open
Key Authentication (no encryption), and Shared
Key Authentication (WEP)).For each type of
authentication, the transmission time, and power
consumption for encryption are caculated for
different packet size and different data types. So
that, the performance for each cryptographic
algorithms in case of data transmission and with out
data transmisson for two different type of
authentication in Ad-hoc structure using excellent
signals between sender and recelver can be
calcul ated.

* In case poor signals, comparison is conducted using
(WEP) .The transmisson time and power
consumption of encryption are caculated for
different packet size and different data types. So
that, the performance for each cryptographic
algorithms in case of data transmission and with out
data transmission in Ad-hoc structure using poor
signals between source and destination can be
calculated.

3.2.2. BSSmode

In case of BSS mode, comparison is conducted with
excellent signa between sender and receiver the
studying the effects of transmitted data using |EEE
802.11i (Open Key Authentication (no encryption),
and WPA/TKIP) by caculating transmission time and
power consumed for transmission between the two
entities for different packet size and different data
types.

The battery and computationa trade-off of
encryption schemes under different scenarios are
considered in various experimental setups but the
origina setup remains the same.

Processing in experiment for encryption without
data transmission is to read data from the file encrypt
the data and put it in another file. In case of encryption
with data transmission the data is read from the file

encrypted and the send to the second laptop. This is
done till the battery drains to 30% of the lifetime left.
We stop at 30% because after that the systems darm
and data recovery mechanisms become active and the
performance of the schemes change. After a few runs
of processing on the file the battery life left and the
system time is recorded. The average battery life
consumed per run and the time taken to do so is the
caculated for the results. It is expected that the
computation time would be closely related to the
battery requirements, however, since the CPU
utilization of power depends on parameters like
voltage supply and capacitive load. The capacitive |oad
on the CPU depends on the switching demand, which
again depends on the instructions being executed.
Hence, measurements for both the parameters are
considered.

3.3. Measurement of Energy Consumption

Energy consumption for encryption and decryption can
be measured in many ways. These methods as follows:
The First method used to measure energy
consumption is to assume that an average amount of
energy is consumed by normal operations and to test
the extra energy consumed by an encryption
algorithms. This method simply monitors the level of
the percentage of remaining battery that can computed
by equations (2), (3)
The battery life consumed in percentage for one run =
Changein battery life >
the number of runs (2)
Average battery Consumed per iteration=

N
ZBatteryCBmmed R¢eratic
T

- 3

The second method of security primitives can also be
measured by counting the amount of computing cycles
which ae used in computations related to
cryptographic operations. For computation of the
energy cost of encryption, we use the same techniques
as described in [20], [22] using the following
equations.

Bcost_encryption (ampere-cycle) = T * | 4

Tenergy_cost (ampere-seconds)
Bost_encryption(@mpere- cycle)
F(cycles/sc) ©)

Ecost (Joul€) = Tenergy_cost (ampere-seconds)*V (6)

Where
Bcost_encryption:
(ampere-cycle).
T: the total number of clock cycles.

I: the average current drawn by each CPU clock

cycle.

a basic cost of encryption



Sudying the Effects of Most Common Encryption Algorithms

Tenergy cost:
seconds).

F: clock frequency (cycles/sec).

Ecost (Joule): the energy cost (consumed).

the total energy cost (ampere-

By using the cycles, the operating voltage of the CPU,
and the average current drawn for each cycle, we can
caculate the energy consumption of cryptographic
functions. For example, on average, each cycle
consumes approximately 270 mA on an Intel 486DX2
processor [20] or 180 mA on Intel Strong ARM [26].
For a sample calculation, with a 700 MHz CPU
operating a 1.35 Volt, an encryption with 20,000
cycles would consume about 5.71 x 10-3 mA-second
or 7.7 u Joule.

So, the amount of energy consumed by program P to
achieveits goal (encryption or decryption) is given by

E=VCCxIxNxTt )

Where N: the number of clock cycles.
T: the clock period.
V CC: the supply voltage of the system
I: the average current in amperes drawn from the
power source for T seconds.

Since for a given hardware, both VCC and 1 are fixed,
E o I x N. However, at the application levd, it ismore
meaningful to talk about T than N, and therefore, we
express energy as E a | x T. Since for agiven hardware
Vcc are fixed [22]. The Scand and third methods were
used in thiswork.

4. Experimental Results

4.1. The Effect of Cryptographic Algorithms on
Power Consumption (Text Files)

4.1.1. Encryption of Different Packet Size

Encryption time is used to calculate the throughput of
an encryption scheme. In this section, Encryption
throughput (Megabytes/Sec) and power consumption
by using two different methods (pJoule/Byte, and
Average battery Consumed per iteration) are calculated
for encrypting text files (.doc files) without
transmisson to show which encryption is more
powerful than others. The results are shown in (Fig.6,
Figure7 and Figure 8) respectively

» Encryption Throughput. Throughput of each
encryption agorithm to encrypt different text data
(Megabytes/Sec) without data transmission is shown
in Figure 6.

ThroughputiMagaByTes/sec)

BlowFish ACH AES DES 3IDES AC2
Cryplog aphic Mlgorithms

Figure 6. Throughput of each encryption agorithm to encrypt
different text data (M egabytes/Sec) without data transmission.

e Power Consumption (pJoule/Byte). The Power
consumption to encrypt different text data (.doc
files) with a different data block size in micro
joule/bytes are shown in Figure 7.

power cosumplion | plouleByte)

BlowFleh RCE AES DES 3DES RC 2
Cryplographic Algorithims

Figure 7. Power consumption (pJoule/Byte) for encrypting
different Text document Files without data transmission.

 Power Consumption (Percentage of Battery
Consumed).The Power consumption by calculating
change in battery left for encryption process for text
data (.doc files) with a different data block size are
shown in Figure 8.
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Figure. 8. Power consumption for encrypting different Text
document Files without data transmission
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4.1.2. Wireless Environment

The effect of changes when transmission of data is
taken in consideration under different scenario such as
transmission of data by using two different
architectures (BSS, and ad hoc mode) are calculated.
Theresults are shown in (table 2 and in Figure 9).
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Figure 9. Power consumption for Encrypting different Text
document Files in pJoule/Byte with data transmission.

Table 2. Comparative execution times for transmission of text data
using different encryption algorithms

Text Data
ad hoc
mod(802.11standard) BBS mod
Excellent Excellent
) Poor :
signals signals

B WLANS Security Protocol
B - -
e 85| & @ g8
2 SB|<5| £ | g |SE
<! 55| BF @] oY | 85
g BE| Z= || & oL | 8%
® s3lag| & | wug | &3
5] T < o g <
oglu3| B | 23 |ag
s21%7) 2 £z

Duration Time in Seconds
No encryption || 10.57 || 10.76 || 17.35 17.71 16.1
AES 18.94 || 185 | 45.93 || 29.28 || 25.94
DES 14.38 || 1255 || 21.17 || 20.72 |[ 21.07
RC2 18.82 || 18.38 || 61.31 || 29.29 |f 31.92
3DES 18.05 || 17.75 || 30.87 || 27.47 |f 32.45
BF 10.68 || 10.93 || 17.49 || 19.98 |l 13.93
RC6 10.84 || 11.13 || 18.26 20 15.09

4.1.3. Results Analysisfor Text Data

The results show the superiority of Blowfish algorithm
over other agorithms in terms of the power
consumption, processing time, and throughput in case

of encryption and decryption(when the same data is
encrypted by using Blowfish and AES, it is found that
Blowfish reguires approximately 16% of the power
which is consumed for AES and 34% in case of
decryption). Another point can be noticed here that
RC6 requires less power ,and less time than al
algorithms except Blowfish (when the same data is
encrypted by using RC6 and AES ,it is found that RC6
requires approximately 58% of the power which is
consumed for AES and 87% in case of decryption). A
third point can be noticed here that AES has an
advantage over other 3DES, DES and RC2 in terms of
power consumption, time consumption, and throughput
in case of encryption and decryption. A fourth point
can be noticed here that 3DES has low performance in
terms of power consumption and throughput when
compared with DES in both cases. It requires aways
more time than DES because of its triple phase
encryption characterigtics. Findly, it is found that RC2
has low performance and low throughput when
compared with other five algorithms in spite of the
small key size used.

Also, there is indignificant difference in
performance of different symmetric key schemes in
case of data transmission. Even under the scenario of
data transfer by using the two architectures -BBS
architectures and ad-hoc architectures. It would be
advisable to use Blowfish and RC6. When the
encrypted data is transmitted by using Blow fish, RC6,
and AES, it is found that RC6 and Blow fish require
approximately 56% of the time consumption which is
consumed for AES in case of ad- hoc architecture
(8.2.11 standard using open system authentication and
shared key authentication with excellent signas).
When the encrypted data is transmitted using Blow
fish, RC6, and AES, it isfound that RC6 and Blow fish
require approximately 68% of the time consumption
which is consumed for AES in case of BBS
architecture (802.11i using WPA/TKIP with excellent
signas). In case of ad hoc mode (poor signd) , it is
found that transmisson time are increased
approximately to double of open and shared key
authentication in ad hoc mod using excellent signals.

4.2. The Effect of Changing Data Type (Audio)
on Power Consumption

4.2.1. Encryption of Different Audio Files (. Wav
files-Different Sizes)

e Encryption Throughput Now a comparison
between other types of data (Audio file) will be
made to check which one can perform better than
others in this case. Experimenta results for audio
data type (.wav files) are shown Figure 10 in case of
encryption step.
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Throughput{KiloBytes/Sec)

ElowFish RCE LES DEZ 2DES RCZ
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Figure 10. Throughput of each encryption
(Kilobytes/Sec) without data transmission

algorithm

e Power Consumption (pJoule/Byte). The Power
consumption for encryption process by two different
methods using a different audio block size without
data transmission are shown in Figure 11 and in
Figure 12.

Power Consumption({pJoulebyte)

BELowWF s b RCE AES DES 3DES RC2
Cryptographic Algorithms

Figure 11. Power consumption for encrypting different Audio Files
in pJoule/Byte without data transmission

 Power Consumption (Percentage of
Consumed)
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Figure 13. Power consumption for Encrypting different Audio files
in pJoule/Byte with data transmission.

Table 3. Comparative execution times for transmission of audio
data using different encryption agorithms.

% E attery consumed

BlowFizh RCE AES DES 2DES RCZ

Cryptographic Algorithmsa
Figure 12. Power consumption for encrypting different Audio Files
without data transmission.

4.2.2. Wireless Environment

We consider the effects of changes when transmission
of data is taken in consideration under different
scenario are considered for audio file. The results are
shown in Figure 13 and in table 3.

Audio files
ad hoc mode(802.11 standard) || BBS mode
. Excellent
Excellent signals Poor signals
WLANS Security Protocol
2 g 13 12
) = S )
B s 2 = 5 |7 8 =
= 8 © S (2] = 8 S
5 |g 5| 85| 5 | 5[5 B
% ot =1 ﬁ = & [ c =
= HEs| &8 % I|IYEe
O c < w5 <
2 o283 ws S H = ) 2]
) zoxl 2< z U]l za<
I
g Duration Time in Second
No . 27.67 28.22 51.14 48.12 || 43.24
encryption
AES 55.37 53.82 93.45 93.59 || 77.39
DES 54.53 56.48 94.83 99.87 || 69.97
RC2 55.84 57.2 96.79 92.4 64.52
3DES 53.85 56.93 95.66 95.02 || 78.25
BF 28.73 29.36 48.11 49.56 || 34.22
RC6 28.74 28.82 50.26 48.71 || 36.65

4.2.3. Results Analysisfor Audio files

The results show the superiority of Blowfish algorithm
over other agorithms in terms of the power
consumption, processing time, and throughput in case
of encryption and decryption(when the same data is
encrypted by using Blowfish and AES, it is found that
Blowfish requires approximately 13% of the power
which is consumed for AES and 18% in case of
decryption). Ancther point can be noticed here that
RC6 requires less power ,and less time than al
algorithms except Blowfish (when the same data is
encrypted by using RC6 and AES ,it isfound that RC6
requires approximately 48% of the power which is
consumed for AES and 84% in case of decryption). A
third point can be noticed here that AES has an
advantage over other 3DES, DES and RC2 in terms of
power consumption, time consumption, and throughput
in case of encryption and decryption. A fourth point
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can be noticed here that 3DES has low performance in
terms of power consumption and throughput when
compared with DES in both cases. It requires dways
more time than DES because of its triple phase
encryption characteristics. Finally, it is found that RC2
has low peformance and low throughput when
compared with other five algorithms in spite of the
small key size used.

Also, there is indgnificant difference in
performance of different symmetric key schemes in
case of data transmission. Even under the scenario of
data transfer by using the two architectures -BBS
architectures and ad-hoc architectures. It would be
advisable to use Blowfish and RC6. When the
encrypted datais transmitted by using Blow fish, RC6,
and AES, it is found that RC6 and Blow fish require
approximately 51% of the time consumption which is
consumed for AES in case of ad- hoc architecture
(8.2.11 standard using open system authentication and
shared key authentication with excellent signals).
When the encrypted data is transmitted using Blow
fish, RC6, and AES, it isfound that RC6 and Blow fish
require approximately 52% of the time consumption
which is consumed for AES in case of BBS
architecture (802.11i using WPA/TKIP with excellent
signals). In case of ad hoc mode (poor signd) , it is
found that transmission time require approximately
74% of open and shared key authentication in ad hoc
mod using excellent signals.

4.3. The Effect of Changing Data Type
(Images) on Power Consumption.

4.3.1. Encryption of Different Images Files (.JBG
files, .JIF files-Different Sizes)

Experimental results for image data type (JPEG
images) are shown (Figure 14, and Figurelb)
respectively.

* Encryption Throughput
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Figurel4. Throughput of each
(Kilobytes/Sec).
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Figure 15. Power consumption for encrypting different Images
Files.

4.3.2. Wireless Environment

The effects of changes on results when transmission of
dataistaken in consideration .The results are shown in
Figure 16.

0 ad hoc mod(S302 11 Excelent Signals, Authintication type
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Figure 16. Comparative execution times for transmission of Image
files using different algorithms

4.3.3. Results Analysisfor Imagefiles

From those results, it is easy to observe that RC2 till
has disadvantage in encryption process over other
agorithmsin terms of time consumption and serially in
throughput and power consumption. On the other hand,
it is easy to observe that RC6 and Blowfish have
disadvantage in encryption process over other
algorithmsin terms of time consumption and serially in
throughput and power consumption. It is found that
3DES dill has low performance when compared to
DES. It isfound that there isinsignificant differencein
performance of different symmetric key schemes in
case of datatransmission



Sudying the Effects of Most Common Encryption Algorithms

5. Conclusions

This paper presents a performance evaluation of
selected symmetric encryption agorithms on power
consumption for wireless devices. The selected
algorithms are AES, DES, and 3DES, RC6, Blowfish
and RC2. Severd points can be concluded from the
Experimenta results. First; in the case of changing
packet size with and with out transmission of data
using different architectures and different WLANS
protocols, it was concluded that Blowfish has better
performance than other common encryption algorithms
used, followed by RC6. Second; in case of changing
data type such as audio files it is found the result as
the same as in text and document. In the case of image
instead of text, it was found that RC2, RC6 and
Blowfish has disadvantage over other agorithms in
terms of time consumption. Also, it isfound that 3DES
still has low performance compared to agorithm DES.
Third point; when the transmission of data is
considered there was insignificant difference in
performance of different symmetric key schemes (most
of the resources are consumed for data transmission
rather than computation). There is insignificant
difference between open key authentications and
shared key authentication in ad hoc Wireless LAN
connection with excellent signals. In case of poor
signal it is found that , transmission time increased
minimum by 70 % over open sheered authentication in
ad hoc mod.

For our future work, we will suggest three
approaches to reduce the energy consumption of
security protocols. replacement of standard security
protocol primitives that consume high energy while
maintaining the same security level, modification of
standard security protocols appropriately, and a totally
new design of security protocol where energy
efficiency isthe main focus.
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